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A Brief History of Autonomous Vehicles
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Artificial intelligence breakthroughs

2005 How to drive
DARPA Gran Challenge

2012 How to recognize objects
ImageNet competition

2016 How to play games
AlphaGO

2022 Question answering — generating natural language
GPT -> chatGPT

Specific Al using a particular machine learning tool: deep learning



Artificial intelligence and autonomous vehicles

Artificial intelligence is about doing things better than human J

— It can do a lot of things better than a human driver

https://www.forbes.com/sites/lauriewinkless/2016/05/02/is- tomorrows-car- just-a-case-of-history-repeating-itself


https://www.forbes.com/sites/lauriewinkless/2016/05/02/is-tomorrows-car-just-a-case-of-history-repeating-itself

NavlLab: the autonomous vehicle of the 80s

1M, 10 km/h

http://www.rediscoverthe80s.com/2016/11/navlab-the-selfdriving-car-of-the-80s.html/


http://www.rediscoverthe80s.com/2016/11/navlab-the-selfdriving-car-of-the-80s.html/

DARPA Grand Challenge 2004

@ for American autonomous vehicles only
e 1 million $

@ 140 miles (225km) from Barstow, California to Primm, Neveda

None of the 15 finalists completes more than 12 km of the race



DARPA Grand Challenge 2005

@ 2 million $ — 132 miles (213 km) in the desert, Primm, Neveda.

S

Stanford Vs Carnegie Mellon
212.7 km at an average speed of 30.7 km/h

Key issue

"The specific transfer function emulates human driving characteristics, and
is learned from data gathered through human driving."

Stanford Racing Team's Entry In The 2005 DARPA Grand Challenge



CMU autonomous vehicles

tom | 2000

i 1
Bithiey NavLab 11, a Jeep, was equipped
with Virtual Valet.

2005

Sandstorm and Highlander placed 2nd
and 3rd in the DARPA Grand Challenge.

2007

Carnegie Mellon's “Boss” won the
DARPA Grand Urban Challenge by
outmaneuvering other vehicles along
the 55-mile course.

2014

Carnegie Mellon's 14" self-driving
vehicle is a Cadillac SRX that:

« avoids pedestrians and cyclists

* takes ramps and merges

* recognizes and obeys traffic lights
* looks like other Cadillac SRXs

| www.engineering.cmu.edu

30 Years of Self-Driving Car Reseal
1984

* The Terregator’s top speed was a
few centimeters per second; it could
avoid obstacles.

* NavLab launched. Its goal: apply
computer vision, sensors and
high-speed processors to create
vehicles that drive themselves.

1986

Humans or computers controlled NavLab1,
a Chevy van. Top speed: 20 mph.

1990

NavLab 2, a US Army HMMWV,
wrangled rough terrain at 6 mph.
Highway speed: 70 mph.

1995

NavLab 5, a Pontiac Trans Sport,
traveled from Pittsburgh to San Diego —

i —
in the “No Hands Across America Tour” ™= -’7 -




Autonomous vehicles: when?

Tesla : prévues en 2014, 2015, 2016, 2018, 2019, 2020, 2021 et 2022, les
voitures autonomes sont maintenant promises pour 2023

Un jour, Elon Musk aura raison.

Elon Musk removing his hands from the wheel with Autopilot engaged during an interview (Bloomberg, 2014).
numerama.com/vroom/972975-tesla- prevues-en-2014-2015-2016-2018-2019- 2020-2021- et- 2022-
les-voitures-autonomes-sont-maintenant-promises-pour-2023.html


numerama.com/vroom/972975-tesla-prevues-en-2014-2015-2016-2018-2019-2020-2021-et-2022-
 les-voitures-autonomes- sont-maintenant-promises-pour-2023.html
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> Level 3 Partial Autonomy adoption is when the market "tips"
into autonomy

Autonomous Vehicles “Tipping Point”
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Near to
) ‘ . Distant
Today o~ ! N Future

FULL AUTONOMY

MODERN T PARTIAL FULL AUTONOMY
(NO HUMAN)

LR ONEY VEHICLE AUTONOMY (+ HUMAN)

» o - Ateast 2 functions are o T Verictes performall safety-
Dodie (;"”e’;::é pontels controfled by a driver, but Lomered (K en;;‘;’fﬁ,’;"” but are ot required to il :’_f:’dgw’s"y"?m ne3M Nooption foruman driving -
s mower " some(lke traking) canbe  SEMESNTO REBE  rontortre siuatonaswih  pO BRSSO oo steering wheelor controls
done automaEaly by the car oY ps s auiol ‘previous levels n ent i, wilh cofin
i Bl Bock
] B8.CoM
arving evel it 4 COX AUTOMOTIVE saano
T al

DRIVER ROLE

w0 ' 2 L 1 . I . ]

oRVER ONLY AssisTeD

conomona
ATOMATION

PARTIAL HoH L
AUTOMATION AJTOMATION AUTOMATION

F'S


http://roboticsandautomationnews.com/2017/06/05/saes-full-list-of-levels-for-autonomous-vehicles/12669/

Level 2/3 Autonomous vehicles for sale
100 000 $

Tesla Model X VS. Audi A8

Motivations
o Today:
driver comfort (12,000 €)
@ Tomorrow

save lives (safety)
environmental issues

https://https:/; wiwd.vehic.cbm, c/audi-ad- 2019 sedan- - “tesla model ¥s- 2018


https://https://www.vehie.com/c/audi-a8-2019-sedan--:tesla-model+s-2018

Level 2/3 = ADAS Ratings

Consumer Reports’ for major Advanced Driver Assistance Systems (2020)

CAPAS.
SYSTEM NAME SCORE | &PERF.
Comma Two
Open Pilot
Cadillac
Super Cruise
Tesla
Autopiot
FordlLincoln
Co-Pilot 360

B
T

Audi
Driver Assistance Plus.

Mercedes-Benz
Driver Assistance

Some players:

%;%mm E @ OpenPilot (open source 50 k)
@ Super Cruise (Cadillac 110 k)
o AutoPilot (Tesla, 2M)

@ e Mobil Eye (54 M)
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57
52
48
46
46
46
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BMW
Active Driving Assistance Pro

Porsche
Active Safe

Volvo
Pilot Assist

ToyotalLexus
Safety Sense 2.0

Honda//

Sensing
Nissan/Infiniti
ProPILOT Assist

Volkswagen
Driver Assistance
Land Rover
Driver Assist
Buick/Chevy
Driver Confidence

Illlﬂllllllillll\‘ lﬂ
K

Mazda
-ACTIVSENSE

https://www.thedrive.com/news/37833/
consumer-reports-ranks-this-aftermarket-driver-assistance-kit-above-tesla-autopilot-cadillac-super-cruise
=] = =

DA 19/67


https://www.thedrive.com/news/37833/consumer-reports-ranks-this-aftermarket-driver-assistance-kit-above-tesla-autopilot-cadillac-super-cruise
https://www.thedrive.com/news/37833/consumer-reports-ranks-this-aftermarket-driver-assistance-kit-above-tesla-autopilot-cadillac-super-cruise

Level 4 experences in Rouen, Phoenix, 13 cities in China...

Waymo's cars (Google) hit the 10 million-mile milestone on public roads

New uses
public transportation (last kilometer)
isolated people

autonomous ride services (taxi)

pole-moveo.org/actualites/rouen- normandy- autonomous- lab- la-metropole- rouen-normandie- teste-un- service-de-mobilite-autonome/
https://waymo.com/


pole-moveo.org/actualites/rouen-normandy-autonomous-lab-la-metropole-rouen-normandie-teste-un-service-de-mobilite-autonome/
https://waymo.com/

Autonomous vehicle performance ranking

The Self-Driving Car Companies Some player:
Going The Distance

Number of autonomous test miles and miles per i
disengagement (Dec 2019-Nov 2020)" @ Cruise (G M)

e Waymo (Google)

Miles  Miles per disengagement H
Waymo (Alphabet) ¥V c2s530 [ 29,945 ° Ap0| lo ( Baidu )

&
Cruise (GM) cruise & 770000 | 28,520 o
Autox = <autox @ 40734 | 20367
Pony. Al 207 @ 225406 [JII 10738 L
ArgoAl (Ford, W) S5, € 2uo 10519 Related initiatives:
WeRide |Jtj wekide

woe Wlles07 oo o La stratégie nationale de

10,401 5,201 % > , e

s =5034 développement de la mobilité
routiére automatisée

DiDi Chuxing DiDi
Nuro m

* Cases where a car's software detects a failure or a driver perceived a failure,
resulting in control being seized by the driver.

Source: DMV California, via The Last Driver License Holder L L3 PlIOt (EU I'Opea n prOJeCt)
@®06 Forbes statista¥%a o

»e e

forbes. com/sites/niallmccarthy/2021/02/15/the- self-driving- car- companies- going- the-distance- infographic


forbes.com/sites/niallmccarthy/2021/02/15/the-self-driving-car-companies-going-the-distance-infographic

Two kind of Al systems for cars

@ Driver assistance Driver is responsible
> Level 2/3 autonomy
» Specific intelligence
» it works: how many seconds for take-over?

@ Full Autonomous driving  Car is responsible
> Level 4/5 autonomy
> Generic Intelligence
» Experience level: it doesn't scale yet!

Lex Fridman long term vision J

When will we have more than 10,000 Full Autonomous cars?




Road map

© How has this happened? (Deep Learninng)



ImageNet results: from 50% to 91%

100 =
Meta Pseudo Labels (EfficientNet-L2)

90 FixResNeXt-101 32x48d:

NASNET-A(6),
5 80 Inception,V3.
2 VGG-19
3
o 70
<
- AlexNet
19
2 60
SIFT4+-FVs
50
40
2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022
Other models State-of-the-art models

2012 Alex Net

2014 VGG

2015 GoogleNet / Inception

2016 Residual Network

2018 NAS Network

2020 EfficientNet (Transformers)

2022 CoCa (Contrastive Captioners = Image-Text Foundation Models)

https://paperswitidode. com/scta/image-classification-on‘imagenet


https://paperswithcode.com/sota/image-classification-on-imagenet

Detection, tracking and recognition of traffic signs (2011-13)

Recognition German Traffic Sign
Recognition Benchmark
(GTSRB) data set, containing
51839 labelled images of
real-world traffic signs.

Detection The German Traffic Sign
Detection Benchmark is a
single-image detection
assessment 900 images (600 for
training and 300 for test)

and the winner is
— Deep learning gives very good results on both tasks J




Open Pilot: 2200 $

openpilot is the Android

THIS IS ALPHA QUALITY SOFTWARE FOR RESEARCH PURPOSES
ONLY. THIS IS NOT A PRODUCT. YOU ARE RESPONSIBLE FOR
COMPLYING WITH LOCAL LAWS AND REGULATIONS.



Openpilot Al features

Two Al

o Diving agent
» Automated lane-centering
» Adaptive cruise control
OpenStreetMap inside
> Assisted lane change e )

@ Driver monitoring system (DMS)
» Safety concerns

software update

https://comma-ai.medium. com/towards- a- superhuman-driving- agent- 1£7391e2e8ec


https://comma-ai.medium.com/towards-a-superhuman-driving-agent-1f7391e2e8ec

Openpilot 's driver monitoring system (DMS)

Attentive Distracted Distracted

Three components

o Face localization
» openCV -> cropping

o Feature generation

» EfficentNet b0 architecture
» Fine tuning

@ Decision module
» Treshold based decision

https://github.com/commaai/openpilot


https://github.com/commaai/openpilot

Architecture of the feature generator of openpilot’'s DMS

=

@ Input: YUV 420 (6 channels)

» EfficentNet b0 architecture

» Tan et. al. (Google), ICML
2019

o Output: 45-features (03/22)

Face position (12 values)
Eyes positions (8 values)
sunglasses

visible face probability
blinking

v

vV vy vy VvYyy

@ Training data: fine tuning

» pytorch inside
» Qualcomm Snapdragon 845




Openpilot’'s components

Car State + Sensor Data
Car

Logs |
d Sensor Data
CAN Messages Gas/Brake/Steer Driving Path +
Signals Meta Predictions Better Models
Realtime (Online) Offline
Al inside: uses data
(Deep) learning based programming

DA 92/67



Tesla's autopilot components

@ Driving agent

>

>
>
>

» FSD (limited-access Beta)

Automatic lane change
Adaptive cruise control
Autosteer
Navigate on Autopilot
(Freeway)

Traffic Light and Stop Sign

Control

e Parking Summon

@ Driver monitoring system (DMS)

£go Speed: 15.95 MPH

fime: 1554.663415000

CAL P 0.60 Y 1.20 R 0.00 deg

Vision fps: 17.78 Drow fps: 17.86 Display fps: 22.97
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Summarizing the driving agent architecture

Explicit
Vector Planning &
Space Control

Steering
ey & Accel
Distribution

Intermediate
Features

Neural Net
Planner

Two Al components = two deep networks
@ perception module

@ decision module (planner) using deep reinforcement learning




Tesla’s autopilot perception module

8 Cameras 3-Dimensional “Vector Space”

e y
o i
D P W

R

@ input: 8 cameras

@ output: 640 x 460 3D map of the surroundings



Perception is scene understanding

environment tags

A

overhead signs

~ crosswalks

/' )

road markings road signs

,/'

static objects™

Scene understanding is

Multi-task learning

Andrej Karpathy, Multi-Task Learning in the Wilderness, ICML 2019
https://slideslive.com/38917690/multitask-learning-in-the-wilderness


https://slideslive.com/38917690/multitask-learning-in-the-wilderness

The 5 components of Tesla's perception module

input: 8 cameras

@ feature generator: backbone

@ multi scale feature fusion

© multi camera fusion

Q time filtering

© multi task decision module per pixel on the output map (one per task)
» item location (cars, pedestrian...)
» traffic signs (Stop sign, traffic light. ..
> lane prediction
>

output: 640 x 460 3D map of the surroundings



1. and 2. Tesla's feature extractor

RegNet
: O,
Pri128 === n ™~ . @ "
= S lass prediction net
e -
N = .
\
—
Pe/ 32 e > HI
P ' e
Pal 16 eo— '\ i
1
Pylf —— T ' ______ !
Patd BIFPN Layer

Features

P12
Input

image 1280x 960 12 bits

Multiscale latency/accuracy trade off
@ ResNet50 (2020), RegNet (2021) - different resolution/different scale
e EfficientDet - bi-directional feature pyramid net (BiFPN)

Andrej Karpathy , Tesla FULL self driving explained by an engineer, Tesla's Al day, Aug 20, 2021



1. and 2. Tesla's feature extractor

Mingxing Tan et al., EfficientDet: Scalable and Efficient Object Detection, CVPR 2020

Ok but Tesla has got 8 cameras !



3. Sensor fusion

To deal with uncertainties
Vector Space Road Edges Vector Space Road Edges

1

— > image-to-BEV transform
A .
+muiti-camera fusion

Transformer
—

Multiple Cameras BIFPN ] BIFPN ( )

RegNet RegNet RegNet

Main [y—

Nicolas Carion et al. "End-to-end object detection with transformers." ECCV 2020,




3. Sensor fusion results

Single-Cam
Multi-Cam




4. Time filtering

to deal with time (occlusion, past traffic signs. .. )

Spatial Feature Grid (h)

Video Module

Feature queue 20x80x256x60.

L

i—;n““,; o0

20x80x256

Multi-camera fusion & BEV transform

PN ( PN ) BFeN

Video module preforming spatio temporal filteing
@ 36 frames per second
@ spatio temporal LSTM (Liu et al, ECCV 2016)



5. Decision modules

Multi-Task Learning “HydraNets”

reg || attr [ e reg || attr | reg |

Decoder Trunk ( Decoder Trunk | Fully Connected |

I T
s

1. Feature Sharing
Efficient at Test Time

2. De-Couples Tasks

=> Able to Fine-Tune Tasks Indi

« 3. Representation Bottleneck
=> Able to

HydraNets, Mullapudi et al, 2018
o Multi task learning

@ Specialized shared feature (to reduce inference computing time)



Tesla perception module




Tesla perception module

© feature generator: backbone ResNet50 (2020), RegNet (2021)
(from a CVPR 2020 Facebook paper)

@ multi scale feature fusion EfficientDet
(from a 2019 Google paper)

© multi camera fusion Transformers
(from a 2020 Facebook paper)

Q time filtering LSTM (recurrent neural network)
© multi task decision module Hydranet

» item location (cars, pedestrian...)

» traffic signs (Stop sign, traffic light. ..
» lane prediction
>

This perception module contains
© 48 networks, 1,000 outputs tensors, 70,000 GPU h to train

@ performs 40 prediction per second




Perception module at Waymo

3D LIDAR in time Pseudo-image Backbone CNN features
ArwiE” D D 3D boxes
RGB in time Video features

“4D-Net for Learned Multi-Modal Alignment”, ICCV 2021

https://ai.googleblog.com/2022/02/4d-net-learning-multi-modal-alignment.html


https://ai.googleblog.com/2022/02/4d-net-learning-multi-modal-alignment.html

Waymo's point of view

Supervised Learning Actions Affect
Self-supervised Learning the Environment

Active research

@ Stinet: Spatio-temporal-interactive network for pedestrian detection and
trajectory prediction, CVPR 2020

@ Vectornet: Encoding hd maps and agent dynamics from vectorized
representation, CVPR 2020

@ Taskology: Utilizing Task Relations at Scale, CVPR 2021

@ ChauffeurNet: Learning to Drive by Imitating the Best and Synthesizing the
Worst, ICML 2019

Drago Anguelov — Machine Learning for Autonomous Driving at Scale, CVPR 2021



Decision making using deep reinforcement learning

Rendered
Inputs

Feature
Net

Heading  Speed  Waypoint  AgentBox Road Perception
Heatmap Mask  Box Heatmap
Heading  Speed ~ Waypoint ~ Agent  Geomatry On Collision Road  Perception
Loss Loss Loss Box Loss Loss Road Loss Loss Mask Loss Loss
Target Target Target Target Target Target Target
Agent Speed Waypoint Agent Geometry Road Perception
Heading Box Mask

Imitation model providing safety, confort and efficiency

Multi-Task and multi objective learning

Mayank Bansal , ChauffeurNet: Learning to Drive by Imitating the Best and Synthesizing the Worst, ICML 2019
https://slideslive.com/38917927/chauffeurnet-learning-to-drive-by-imitating- the-best-and- synthesizing-the-worst


https://slideslive.com/38917927/chauffeurnet-learning-to-drive-by-imitating-the-best-and-synthesizing-the-worst

Waymo's AutoML

End-to-end architecture search

AutoML Architecture Search

Launch 1
model
Explore 10k
Choose Architectures R
search EanEs Train 100 Top 1 Model
algorithm architectures models
Original Measure Select +
Task inference train top
Dataset time architectures
Define Train +
evaluate
proxy task accuracy

M Proxy Task ' Original Task

Proxy end-to-end search: Explore thousands of architecture on a
scaled-down proxy task, apply the 100 best ones to the original task,
validate and deploy the best of the best architectures on the car.

Drago Anguelov (Waymo) - MIT Self-Driving Cars lectures
https://medium.com/waymo/automl-automating- the-design- of-machine-learning-models-for- driving- 141a5583ec2:



https://medium.com/waymo/automl-automating-the-design-of-machine-learning-models-for-autonomous-driving-141a5583ec2a

Waymo's AutoML

0925

0915

Proxy Model Quality

0905

6

Latency (ms)

Proxy Model Quality

0925

0915

0905

Latency (ms)

1) The first graph shows about 4,000 architectures discovered with a random search on a simple
set of architectures. Each point is an architecture that was trained and evaluated. The solid line
marks the best architectures at different inference time constraints. The red dot shows the
latency and performance of the net built with transfer learning. In this random search, the nets
were not as good as the one from transfer learning. 2) In the second graph, the yellow and blue
points show the results of two other search algorithms. The yellow one was a random search on
a refined set of architectures. The blue one used reinforcement learning as in [1] and explored
more than 6,000 architectures. It yielded the best results. These two additional searches found
nets that were significantly better than the net from transfer learning.

https://medium.com/waymo/automl - automating-the-design-of-macii

AutoML: Automating the design of machine learning models for autonomous driving
Learhinp-models=fdr-auté

driving?s 14124558342



https://medium.com/waymo/automl-automating-the-design-of-machine-learning-models-for-autonomous-driving-141a5583ec2a

Road map

© Data to train the deep network



Data: the long tail of situations

Andrej Karpathy - Al for Full-Self Driving at Tesla, Scaled ML, feb 2020,



Improving the autopilot: iterative process

identify an data
inaccuracy engine
boost

\ Qfﬂ
(__J unit tests

@ testing = shadow mode for more training data

o fleet learning

Karpathy (Tesla) ICML 2019



Tesla's point of view on data

Life of a Clip

Labels

@ Gathering process
» 221 triggering situations

e manual labelling (1000 person)
» 2d -> 3d
» reconstruction labelling

@ auto labelling

» use specificly trained networks
» human to clean Before

And That Solves the Problem

@ simulation
> rare event
» sensor robustness
» adversarial exemples

Tesla's Al day youtube.com/watch?v=j0z4FweCy4M


youtube.com/watch?v=j0z4FweCy4M

Openpilot : |'étiquetage des données par crowd sourcing

commal0k

This is the first 2,000 images of our internal commal0k dataset. After we clean up these new labels, we'll release
more. Learn more from the Medium post, or on the comma.ai discord in the #comma-pencil channel.

It's 10,000 pngs of real driving captured from the comma fleet. It's MIT license, no academic only restrictions or
https://github.com/commaai/commalOk

[m] [ = = = YaAl®™ z6/67


https://github.com/commaai/comma10k

Waymo's open data set

WAYMO

en

Dataset

The field of machine learning is changing rapidy.
‘Waymo is in a unique position to contribute to the
research community with some of the largest and
most diverse autonomous driving datasets ever
released.

Check out the newly released motion dataset in our
‘Waymo Open Dataset and 1

Access Waymo
Open Dataset \_)

574 hours of data

https://github.com/waymo- research/waymo- open-dataset


https://github.com/waymo-research/waymo-open-dataset

Al issues in self driving (——'\ ©
' | }

modular end-to-end differential programming

multi task, multi objective

architecture design issues

scene understanding: the never ending learning (long tails events)

under budget

FHLPDDRA-/E

Tesla Full self-driving computer Tesla Full Self-Driving Chip
144 TOPS / 2300 Frames per second



Al hardware

LPDDRA-4267
a2

EyeQS

Block Diagram LPDDR# PRY

LPDDRY
ctr & Sched
P

i ~
v = 40% .
2 i e e H1H 5 |- -
il 15.8 trillion S (35 § coppaevon
s - : 3| e
Apple Second-generation Mobil E! /e
nm technology . . Peripherals. Interconnect
BM2 ST || o
: - e -
2022 e, 8.gore 10:Core 2018 ad s el e
& L CCAN-FD, SPI, UART,
il 18% 35% 126, Trers, GPIO,
Lol o o 8 $
20 billion P o ntriaces
ity Rt ))222 8 (R100GB/s .
— Boot ROM H:

Qualcomn n

snapdragon

Adreno 640

flexagon 690
Now Tensor Acceleralor  Optimized scalar

ualcom
2019 e,

FPIREINTE




The Audi A8 hardware

Automotive tracks - Audi A8
Level 3: Aptiv zFAS controller

» NVIDIA Tegra K|
Traffic sign recognition
Pedestrian detection
collision avoidance warning
Light detection

Lane recognition

» MobilEye EyeQ3

Traffic sign recognition
360" camera Images & processing

‘m;svsrcmplus

~ Altera Cyclone
Object fusion

Map fusion

Parking pilot

Pro-crash

Sensor data pre-processing

~ Infineon Aurix Tricore
Traffic jam pilot

Assistance systems

Matrix beam

Road graph

2000 | wwmcryssrphind - wwwcrcroann.con



Comparizon

Company DL framework Sensors hardware (chip)
Openpilot Meta Pytorch? cameras + radar Qualcomm (M17?)
Tesla Meta Pytorch 8 cameras Tesla's FSD chip
Mobil eye  Tensorflow on AWS 11 cameras (vidar) ST microelectronic
Waymo Google Tensorflow  cameras + Lidars Intel -> Samsung ?
+ radars
Cruise Microsoft Azure 4 cameras + Lidar origin cruise chip

+ radar + audio



Road map

Hardwar

@ How Artificial Intelligence will change the Autol




Programmation par I'exemple : le pari de Tesla & Waymo

Tesla is collecting “just over 3 million miles [of data] per day.”

Waymo train the car with 6 million miles driven on public roads
and 5 billion driven in simulation

o &
Simulation! 25K

virtual cars, simulated miles
running 24/7 per day

miles in simulation

Learn agent for driving situation simulations

ChauffeurNet: Learning to Drive by Imitating the Best and Synthesizing the Worst Mayank Bansal, Alex Krizhevsky, Abhijit Ogale




Massive open data sets

BDD100K: A Large-scale Diverse Driving Video
Database

Update 06/18/2015:

infermation exploining how we have labsled the.
e the ot

and simulators (Carla, google & microsoft)

Baidu Apollo Releases Massive
Self-driving Dataset; Teams Up
With Berkeley DeepDrive



https://bair.berkeley.edu/blog/2018/05/30/bdd/
http://apolloscape.auto

Pour quoi faire ?

@ MORAL
& MACHINE oo

What should the self-driving car do?

Show Description ‘Show Description

Accepter les voitures autonomes
@ Une histoire de confiance
@ Nous voulons comprendre les enjeux

@ conduite du changement

http://moralmachine.mit.edu/


http://moralmachine.mit.edu/

Towards scaling self driving

When will we have more than 10,000 Full Autonomous cars?
o Tesla's strategy of the little steps (improving the ADAS)

e Wyamo strategy including more areas (less specific)

@ not yet: status quo
» driving assistance (automation)

* increase safety
* reduces environmental impact

» specific applications
» communication and equipment

@ No full autonomy unless. .. safety is proven
» new solution (cf Google)



Accidents: 14 lethal since 2015 (+1 processing)

F-DRIVING VEHICLE N CRASH | &415

Sria
CORDERED DA ERUE, CaiL o F vow et varw. IR o |

https://en.wikipedia.org/wiki/List_of _self-driving_car_fatalities


https://en.wikipedia.org/wiki/List_of_self-driving_car_fatalities

Safety Ratings

Safety Assist evaluating driver-assistance and crash-avoidance technologies.

2019 - Notation -> APROPOS DE LA NOTATION EN 2019
Notation
Marque et modele ~ global
TeslaModel 3 De série 9%
Tesla Model X De série 9%
/N Citroén C5
A | Aircross Pack sécurité 9%
Volkswagen i
T-Cross De série %
QD Audiat De série 9%
== SEAT Tarraco  De série 7%
seaT
xoon
® Skoda Octavia  De série 2%
(L) Mercedes- i
Vi BenzGLE  Desére o
Subaru Do s -
e série
susamy Forester
@ VW Golf De série 9%
@ _ Lexusux De série 9%

https://www.euroncap .com/en/ratings-rewards/latest-safety-ratings/


https://www.euroncap.com/en/ratings-rewards/latest-safety-ratings/

Attacks against autonomous vehicles

—— N N

Eykholt et al, Robust Physical-World Attacks on Deep Learning Visual Classification, CVPR 2018

Zhang et al., CAMOU: Learning Physical Vehicle C ially Attack Detectors in the Wild, ICLR 2019

SPEED
LIMIT

35

a 35 mile per hour sign
as 85 miles per hour

https://ww.mcafee. con/blogs/other-blogs/mcafee- labs/model -hacking-adas- to- pave- safer-roads- for - autonomous- vehicles/
Nassi et al., Phantom of the ADAS Securing Ad: d Dri from Split-Second Phantom Attacks, 2020
Qayyum, et al., Securing C d & Vehicles: Chall Posed by Ad ial ML, IEEE C. icati 2019



https://www.mcafee.com/blogs/other-blogs/mcafee-labs/model-hacking-adas-to-pave-safer-roads-for-autonomous-vehicles/

Attacking Openpilot 's DMS

Attentive

Three components

@ Face localization
» openCV -> cropping

@ Feature generation

» EfficentNet b0 architecture
» Fine tuning

@ Decision module
» Treshold based decision



https://github.com/commaai/openpilot

Datasets: Pandora (head pose)

Distracted

Not distracted

Accuracy of DM model “
on the dataset: 60.36% ]

1. Borghi, Guido, et al. "Poseidon: F:

Sample number: 4351

fr

depth for driver pose

of the IEEE

on computer vision and pattern recognition. 2017.

61/67



Attack performance

Distracted

¢ Accuracy on original data: 100% [p—

Non distracted

* Attack settings:
. torchattacks
¢=1000 for CW
steps =50 for CW and Deepfool

Lo, 10/255 = for all the others

Original Perturbation

Adversarial

¢ Accuracy on adversarial data:
100 % Distracted

Attack models |FGSM| CW | PGD | APGD | AutoAttack | Deepfool 1

Accuracy(%) |81.85(21.90/13.17| 0.057 0.0 6.39

100 % Attentive



Road map (done)

@ A very brief history of autonomous vehicles

© How has this happened? (Deep Learninng)

© Data to train the deep network

@ How Artificial Intelligence will change the Auto

© Conclusion




Future of Al in Automotive Industry

@ The value of your data (1A fuel) big data
@ Robustness (degraded conditions) deep learning theory
o Level 4 Autonomous driving common sense (cf Y. LeCun)

unsupervised learning
o Predictive Maintenance data + prior knowledge

@ Acceptability (safety) Ethic
Interpretable Al




Les murs de I'lA



Les murs de I'lA




Les murs de I'lA

Aprés que I'lA s'est fracassée sur le mur,
le mur est encore [a mais il n'y a plus d'lA



Les murs de I'lA

Recherche : aujourd'hui c’est I'lA spécifique

Confiance : Données, Validation et Sureté

o Biais - usage - éthique

Durabilité : les questions énergétiques

Acceptabilité sociale de ['lA



Questions?

http://asi.insa-rouen.fr/enseignants/~scanu/


http://asi.insa-rouen.fr/enseignants/~scanu/
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